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Purpose


The purpose of this document is: to propose a definition for an Internet content filtering Solution, review applicable technologies currently available, present a plan for its implementation and document the currently known environment requirements and associated issues.

Introduction

Simple, affordable computer software is available today that enables corporations to deploy server-based, enterprise-wide solutions that can help prevent or minimize the problems that stem from Internet access while enabling employees to continue using the Internet for productive job-related tasks.

There are two major technical approaches to providing this management: “monitoring” and “filtering,” also referred to as  “blocking.”

Internet filtering products are available from about two-dozen companies, including Net Nanny, NetPartners Internet Solutions Inc., ON Technology, Secure Computing Corporation, Sequel Technology and SurfCONTROL. See Appendix II for a listing.

1. Filtering software design

Filtering software is designed to screen offensive content from users. This is accomplished using four basic methods: Blocking by address to create a "blacklist" or "stop-list", Blocking by word, Blocking everything except a "white-list" or "allow list", and Blocking entire categories such as chat and newsgroups.

I. Blocking by address

The preferred method of Internet filtering is to use "stop-lists" or "blacklists" of pre-selected sites. 

In address blocking, a team of vendor employees scours the Internet looking for offensive sites. Sites are selected and placed in one or more categories, depending on the filter, such as "Full Nudity", "Profanity", "Drug Use", "Sex Act’s", etc. Typically an editor reviews the selections before placing them in the stop-lists. 

The filtering companies recommend all use blocking by address as their main method of blocking. 

II. Blocking by word

Word blocking stops Internet pages from loading when the filter encounters a word on its list of banned words. This was the method that most of the early filters relied on, and was responsible for much of the bad reputation filters have today. Word blocking of sites cannot be implemented without blocking out a lot of non-pornographic speech. Words like "breast" will block out breast cancer sites, and "sex" will block out "Ann Sexton". 

III. Blocking everything except a "white-list" or "allow list".

This method relies on a pre-selected list of approved sites. While this method has the advantage of being very close to 100% effective at blocking pornography, it leaves out far too many useful sites, merely because the selectors haven't discovered them yet. While the future holds great potential for such an approach, for now it is not recommended.

IV. Blocking entire categories such as chat and newsgroups.

Most filters allow the blocking of whole portions of the Internet, such as access to newsgroups, chat rooms, e-mail, and games. 

2. Evaluation Criteria
2.1.1 Infrastructure Inventory and Access Management Goals

The goals that originally may have been stated in non-technical terms now need fleshing out with more specifics. The goals need to be restated in the context of the network environment, reflecting, for example, what firewalls and proxy servers are in use, how many sites are involved and how many Internet connections are established.

Also, what are the specific “Permit” or “Deny” list requirements? Is there a need for the ability to track per-user usage volume? These answers and decisions may impact product choices. For example, some products work with proxy servers, while others act as gateways between the Internet router and the corporate network. Some products are LAN-oriented, others reside on the client side (on the users' computers); however, this report focuses on, firewall and proxy server-based solutions.

Additionally, what hardware and OS platforms are preferred, e.g. Unix, Microsoft NT/Server, Microsoft NT/Workstation, OS/2, etc.

Planning should accompany any significant change or addition to the current computer and networking environment. 

Issues include:

· Are any employees accessing the Internet via dial-up modems?

· How many people are currently using the Internet? What are their main uses and activities? What is being planned or hoped for?

· Are there any firewalls? Proxy servers? What vendors, OS’s, hardware platforms?

· Current and potential user base profile: how many people? What types of computers, operating systems, browser types and versions?

· Any Intranet servers currently in use?

· Any other Internet clients in use?

· What other network management tools and systems are in use? 

· What alerting and paging tools are in use?

2.1.2 Environmental constraints

To comply with current network architectural constraints the following criteria was deemed to be paramount in reaching decision characteristics.

Ruled Non-Inclusive Delivery Mechanisms: 

· Browser, Stack, Network based

· Microsoft Proxy based

· Stand alone/End-User based

· Requiring client software/plug-in

· Lan Based

· NetCache Proxy Server

· Novell based                

Ruled Inclusive Delivery Mechanisms: 

· Proxy and Firewall based.

· If by proxy: Netscape Proxy compatible

· If by firewall: Checkpoint/FireWall1 compatible

· Operating System: Solaris based

Other Suggested functionality:

· Access control by: URL, IP Address, Domain

· Product functional type: Filtering, Monitoring

· Reporting type: Log X, User defined

Recommended Delivery Characteristics:

· Implement a proxy based solution, in the advent of package failure security will remain intact.

· A proxy based solution as reporting and monitoring would be more detailed and based upon http delivered content.

· Additional engineering compliance to test proposed solutions within a controlled testing environment.


3. operational characteristics
3.1.1 implementation

Firewalls, proxy servers and routers can provide some monitoring and/or filtering functions. However, they usually cannot provide as sophisticated or comprehensive a job as Internet filtering tools discussed in this report.

Firewalls are intended to protect the site by keeping unauthorized users out, and by preventing users without the right permission from accessing Internet sites. But they won't catch things like content of a Web site. Their main goal is access security.

Many filtering tools are being implemented as add-ons to firewalls, proxy servers and routers.

3.1.2 Network impacts

Bandwidth

Inappropriate use of the Internet limits personal productivity. It can also dampen general corporate Internet response time. 

Many legitimate Internet activities involve large file transfers or otherwise depend on high bandwidth and/or low latency. Examples include transmission of spreadsheets, sales database updates, sales presentations, software updates, audio, document and/or multimedia conferencing, and the use of the Internet for fax and/or voice traffic bypass.

Products that require no changes whatsoever neither to any client or server application nor to existing network stacks are easy to deploy.
Other technical features to consider include:
· Support for third-party plug-in objects using Microsoft ISAPI and Netscape NSAPI interfaces, including Remote ISAPI

· Support for Novell NDS, Microsoft Active Directory and the Netscape-supported LDAP standard

· Backwards support for pre-directory services infrastructures such as NetWare 3.x Bindery

· Use of advanced WinSock hooking and Layered Service Provider technology

4. Administration 

Maintenance Issues

It is also important to assess the cost of ownership for installation and operation of monitoring/filtering tools:

· How long is the product installation process?

· How much administration time is needed per month? How difficult and time-consuming are making changes to the rules database?

· How frequently are vendor database updates issued? How difficult is it to add them in?

5. Expenditures:
· Acquisition Costs: Please see Appendix I.

· Installation Costs: Please see Appendix I.

· Update Costs: Please see Appendix I.

· On-going costs of operation: Please see Appendix I.

· Additional Support Costs: Please see Appendix I.

· Support Availability: Please see Appendix I.


6. Conclusion

The purpose of this survey was to determine which features of products that monitor or restrict Internet activity are most important to Entergy Services Inc.

Additional in-house testing of selected products is necessary to accurately determine the most optimum solution for the EntergyNET environment.
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APPENDIX I. Internet Filtering and Monitoring Solutions

The following section lists recommended vendor/product solutions and implementation details for applicable/inclusive Internet filtering technologies. 

1.) Vendor: Secure Computing

  Filter: SmartFilter for Solaris

  URL: http://www.securecomputing.com

  Server based: Yes

  Client based: No

  Free trial: Yes

  Contact: 1-408-487-6020

   Person: Charis Vizirgianakis

  Support Availability: 8am-8pm EST X-5 days (included)

  Update costs: included

  Update frequency: weekly downloads

  Migration Flexibility: Transition’s are FREE (to other OS, firewall, proxy, etc.)

  Filter design: Block by word. 27 categories, manual over-ride (exempt/accept) options.

  Network Impacts: Bandwidth Boost

  Legal fulfillment: Liability Enhancement

  Implementation: Proxy/Firewall Based 

  Pricing Model: Charge Per Server

  Acquisition Costs: 1 yr. 1800, 2 yr. 2,400, 3 yr 2,950 (will be rising after 30 days).

  2.) Vendor: SurfWatch

  Filter: SurfWatch Pro Server for Solaris/NS Proxy Server

  URL: http://www.surfwatch.com
  Server based: Yes

  Client based: No

  Free trial: Yes

  Contact: 1-800-458-6000 X209

  Robert Morigan 

  Filter design: Block by 4 categories – (sex, violence, drug/alcohol, gambling). Pattern Match/ word block. Update daily manually via update button, manual over-ride (exempt/accept) options.

  Support Availability: 8:30am-5: 30pm PST X 5 days (M-F) (included)

  Update costs: included

  Update frequency: weekly downloads

  Migration Flexibility: Transition’s are FREE (to other OS, firewall, proxy, etc.)

  Network Impacts: Bandwidth Boost

  Legal fulfillment: Liability Enhancement

  Implementation: Proxy/Firewall Based (Administration Ease)

  Pricing Model: Charge Per Server

  Acquisition Costs Enterprise License $6,995 (Renewable @ $3,500 next yr. (if pre-pay for yr. 2, 3rd yr is free)). 
3.) Vendor: Netpartners 
  Filter: WebSense for Solaris

  URL: http://www.netpart.com
  Server based: Yes

  Client based: No

  Free trial: Yes

  Contact: 1- 619-712-4043 wrk. / 1-619-488-4120 hm, 1-888-319-9099 pgr.
  Person: Julie Kramer
  Support Availability: 8am-5pm PST X 5 days (included free for first 30 days and for updates)

  Enhanced support costs: 1,495 per yr. (24X7)

  Update costs: included

  Update frequency: daily downloads.

  Migration Flexibility: Transition’s are FREE (to other OS, firewall, proxy, etc.)

  Filter design: Block by URL and IP (not keyword), 29 categories, manual over-ride (exempt/accept) options.

  Network Impacts: Bandwidth Boost 

  Legal fulfillment: Liability Enhancement

  Implementation: Proxy/Firewall Based (Administration Ease)

  Pricing Model: Charge Per year 

  Acquisition Costs: 1 yr. 1,995, 2 yr. Purchase = 3rd yr free. 
4.) Vendor: N2H2 
  Filter: Bess for Linux (designed primarily for school usage)

  URL: http://www.n2h2.com 
  Server based: Yes

  Client based: No

  Free trial: Yes

  Contact: 1(800) 971-2622 / 1-888-530-1522
  Person: Whitney Houskey

  Support Availability: PST 24 X 7 days (included)

  Update costs: included 

  Update frequency: Daily downloads

  Migration Flexibility: Proprietary Solution.

  Filter design: Block by word. 11 categories, manual over-ride (exempt/accept) options   (localized database)

  Network Impacts: Bandwidth Boost

  Legal fulfillment: Liability Enhancement

  Implementation: Proxy replacement. 

  Acquisition Costs: 1 time set up fee of $4k

  Pricing Model: Charge Per Station per month (3-4k workstations = $5,000.00)

   Other: Packet filtering at router, housed on 2 provided Linux Box’s.
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